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Public Key Infrastructure 
(PKI)

1
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The Basics of Public Key 
Infrastructures

•A PKI
• Binds public key to identity
• Enables other entities to verify key-identity binding
• Provides services for management of keys in a distributed system

•Goal:
Protect and distribute information that is needed in a widely distributed 
environment, where the users, resources and stakeholders may all be in 
different places at different times
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3

The Basics of Public Key 
Infrastructures cont.
1.Consists of:

1. Hardware, software, policies, services, programming interfaces, 

cryptographic algorithms, protocols, users, and utilities

2.Provides:

1. Data integrity

2. Data confidentiality

3. Authentication

3.Integrates:

1. Public key cryptography

2. Digital certificates

3. Certification authorities
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Components of PKI
1.Certificate/Certification Authority (CA)

- Confirms the identity of entities by issuing certificates
2.Registration Authority (RA)

- Trusted by CA to authenticate users requesting digital certificates from CA
3.Validation Authority / Repository (VA)

- Provides services used to validate a certificate
- Database of active digital certificates for a domain

4.Archive
- Stores and protects sufficient information to determine if a digital signature 
on an old document should be trusted

5.Certificates
- Includes public key, identity, and other information
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KEY TERMS
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KEY TERMS
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KEY TERMS



1
0
1
0
1
1
0
1
0
1
0
1
0
0
0
1
0
1
1
0
1
0
1
1
1
0
1
0
1
0
1
0
1
0
1
0
0
0
1
0
0
1
0
1
0
1
0
0
0
1
1
0
1
0
1
1
0
1
0
1
0
1
0
0
0
1
0
1
1
0

8

Without PKI, individuals could spoof 
others’ identities
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Third-party trust model
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Public keys are components of digital 
certificates
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PKI Interaction Diagram
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What does Infrastructure really 
mean?
1.Generating key-pairs and validating certificates does not a PKI make

2.No 3rd party trusted identifier → trust each other and/or the channel

3.PKI provides trust that you cannot / don’t provide

4.Infrastructure – sustaining groundwork upon which other things can be 

built.

1.Low level, predictable, uniform

1.Supports high-level applications
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Certificate Authorities
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Certificate Authorities
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Registration Authorities
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Local Registration Authorities
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Public Certificate Authorities
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Public Certificate Authorities
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In-House Certificate Authorities
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Outsourced Certificate Authorities
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Outsourced Certificate Authorities
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Outsourced Certificate Authorities
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Pinning
•Process of associating a host with a previously provided 

X.509 certificate or public key.

• Save the cert for later

•If pinned cert and host cert (from TLS) don't match → 

refuse to connect

•Protects against misissuance, CA compromise, man-in-

the-middle
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Trust Models
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Trust Anchor
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Trust Relationship
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Trust Models
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Trust Models
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Certificate Chaining
•Certs bind identity to public key
•Why trust a cert?

• Because of the chain
•Certificate chain is a chain of trust
•Chain/Intermediate certs sit in the middle
•Root cert sits at the top/end of the chain

• Root cert self-signed by root CA
•Valid sigs + trusted root = trusted certs
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Trust Models
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Hierarchical Trust Models
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Trust Models
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Trust Models
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Trust Models
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Trust Models
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Trust Models
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Trust Models
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Walking the certificate path
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Digital Certificates
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Digital Certificates
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Digital Certificates
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Certificates Classes
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Certificates Classes
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Certificates Extensions
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Certificates Extensions
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Certificates Extensions
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Certificate Attributes
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Certificate Attributes
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Certificate Attributes
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Certificate Attributes
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Certificate Formats
•DER: One of the Abstract Syntax Notation One (ASN.1) encoding rules that 
can be used to encode any data object into a binary file.
•PEM: The most common format used by certificate authorities when 
issuing certificates.
•CER/CRT: Certificate files.

•CER is used mostly for Windows
•CRT for UNIX

•KEY: A .key file can be used for both public and private PKCS#8 keys.
•PFX: A PKCS#12 file with a .pfx extension; a portable file format.
•P12: An alternative file extension for a PKCS#12 file format (same as PFX).
•P7B: The PKCS#7 or P7B format is stored in Base64 ASCII format and has 
an extension of .p7b or .p7c.
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Certificate Lifecycles
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Registration and Generation
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Registration and Generation
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Certificate signing request
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Renewal
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Renewal
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Suspension
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Revocation
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Certificate Revocation List (CRL)



1
0
1
0
1
1
0
1
0
1
0
1
0
0
0
1
0
1
1
0
1
0
1
1
1
0
1
0
1
0
1
0
1
0
1
0
0
0
1
0
0
1
0
1
0
1
0
0
0
1
1
0
1
0
1
1
0
1
0
1
0
1
0
0
0
1
0
1
1
0

62

CRL Reason Codes

X.509v3 X.509v2
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The CA digitally signs the CRL to protect 
its integrity
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CRL Distribution
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Online Certificate Status Protocol (OCSP)
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Key Destruction
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Certificate Repositories
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Trust Certificate Verification
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Trust Certificate Verification
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Trust Certificate Verification
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Centralized and Decentralized 
Infrastructures
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Centralized and Decentralized 
Infrastructures
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Hardware Security Modules
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Private Key Protection
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Private Key Protection
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Key Recovery
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Key Recovery
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Key Recovery
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Key Escrow
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Certificate-Based Threats
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Stolen Certificates
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PKIX Standards
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PKIX Standards
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PKIX Standards
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PKIX Standards
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PKCS
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ISAKMP
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CMP
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XKMS



1
0
1
0
1
1
0
1
0
1
0
1
0
0
0
1
0
1
1
0
1
0
1
1
1
0
1
0
1
0
1
0
1
0
1
0
0
0
1
0
0
1
0
1
0
1
0
0
0
1
1
0
1
0
1
1
0
1
0
1
0
1
0
0
0
1
0
1
1
0

90

XKMS
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CEP
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